This study proposes using an established common body of knowledge (CBK) as one means of organizing information security literature. Consistent with calls for more relevant information systems (IS) research, this industrydeveloped framework can motivate future research towards topics that are important to the security practitioner. In this review, forty-eight articles from ten IS journals from 1995 to 2004 are selected and cross-referenced to the ten domains of the information security CBK. Further, we distinguish articles as empirical research, frameworks, or tutorials. Generally, this study identified a need for additional empirical research in every CBK domain including topics related to legal aspects of information security. Specifically, this study identified a need for additional IS security research relating to applications development, physical security, operations security, and business continuity. The CBK framework is inherently practitioner oriented and using it will promote relevancy by steering IS research towards topics important to practitioners. This is important considering the frequent calls by prominent information systems scholars for more relevant research. Few research frameworks have emerged from the literature that specifically classify the Journal of Digital Forensics, Security and Law, Vol. 2(1) 10 diversity of security threats and range of problems that businesses today face. With the recent surge of interest in security, the need for a comprehensive framework that also promotes relevant research can be of great value.
INTRODUCTION
Information and internet technology is automating everything from supply chains to medical records to grocery self-checkout lines. Many individuals would not know how to make their lives work nor their business profitable without information technology (Schou & Trimmer, 2004) . It has reached a point where one can argue that modern economies have become fully dependent on cyber-technology for survival. Unfortunately, the increased reliance on information technology (IT) has made organizations more vulnerable to a wide variety of dangerous cyber attacks. Noticing the greater risks, many IT executives now consider computer and information security as one of their top issues. A 2003 key issues survey of members of the Society for Information Management ranked security & privacy as the third top issue (Luftman & McLean, 2004) . This represents a shift compared to previous years. During the 1980s, respondents never ranked the security issue in the top ten. In 1994, the security issue dropped off the top 20 list entirely (Brancheau, Janz, & Wetherbe, 1996) . Table I summarizes the key issue survey results between 1980 and 2003. A different study by the Computer Sciences Corporation concluded that, for the first time, information security topped a list of CFO concerns related to information technology (Computer Sciences Corporation, 2005) . Based on these surveys, we can conclude that information security is one of the most critical information technology issues facing organizations today. Despite the criticality of protecting organizational information, security research has not traditionally been a mainstream research topic in the information systems (IS) literature. Kotulic & Clark (2004) described IS security research as one of the more intrusive types of research and noted that empirical studies are seriously lacking. However, there is a recent surge of interest in security among IS researchers to include empirical studies. In addition to existing journals such as Journal of Digital Forensics, Security and Law, we are seeing new dedicated information security academic journals, special journal issues, conferences, special interests groups, curricula programs, and scholarly books (e.g. Quigley, 2004) . This growth in interest has created a need for additional frameworks to help researchers classify existing literature based on the diversity of topics that exist in the security field.
Literature Search of Existing Frameworks. Considering the importance of information security today and the potential impact that relevant scholarly research can have in helping to solve critical cyber security issues, few comprehensive frameworks exist to guide researchers in selecting topics to study. Yet, there is not a lack of frameworks designed for specific purposes within the realm of information security. Existing frameworks present an architecture for network security management (Dawkins, Clark, Manes, & Papa, 2005) , information security governance (Posthumus & von Solms, 2004) , secure execution of software (Maña, Lopez, Ortega, Pimentel, & Troya, 2004) and offer conceptual approaches of examining information security management (Eloff & von Solms, 2000; Finne, 1998) . Other frameworks in the literature present an automated structure for vulnerability notification (AlAyed, Furnell, Zhao, & Dowland, 2005) and use possibility theory to evaluate risk to national infrastructures (Baskerville & Portougal, 2003) . Some frameworks offer a particular lens to view information security such as an ethical view (Trompeter & Eloff, 2001) , an information warfare view (Cronin & Crawford, 1999; Friman, 2001; Knapp & Boulton, 2006) and a view based on analogies to biological cells (Knapp, Morris, Rainer, & Byrd, 2003) . Moreover, various frameworks exist that examine different aspects of electronic commerce risk and security (Aljifri, Pons, & Collins, 2003; Kesh, Ramanujan, & Nerur, 2002; Rees, Bandyopadhyay, & Spafford, 2003) . Finally, one framework examined the information security literature using a socio-philosophical approach (Dhillon & Backhouse, 2001) . Overall, based on our search of information security frameworks in the scholarly literature, we did not find any comprehensive framework specifically designed to promote relevant research aimed at solving real-world information security issues.
The primary intent of this article is to demonstrate how scholars can direct research toward relevant ends by using an industry-developed framework. A secondary intent is to pinpoint topics for future IS security studies by identifying literature gaps using the CBK framework. Research frameworks based on real-world experience can help researchers focus their studies on relevant problems. This article presents a literature review that looks back ten years to roughly the beginning of the modern Internet era. Articles on information security from ten leading IS academic journals are organized by the ten domains of the information security common body of knowledge (CBK). Referencing articles to a common body of knowledge is not new to literature reviews (Taylor & Giannantonio, 1993) and is useful in identifying specific research streams and gaps.
The subject of the relevance of academic research has received substantial discussion in a number of IS academic journals. This discussion has often come in the form of opinion pieces by some leading IS scholars. Baskerville & Myers (2004, p. 329) state that there have been, "frequent calls for IS researchers to make their research more relevant to practice (Zmud, 1998 ), yet it seems IS researchers continue to struggle to make excellent research practically relevant." Others have called not only for IS researchers to make their research more relevant but also to look to practitioners for the identification of topics and to look to the IS literature only after a commitment is made to a specific topic. Recommendations such as attending industry conferences, talking to practitioners, and reading practitioner journals are ways that researchers can identify relevant topics (Benbasat & Zmud, 1999) . We propose that researchers interested in producing relevant research can also look to frameworks developed and maintained by practitioners as an additional way to select topics. While arguing for relevant research, we do not intend to diminish and minimize the importance of knowledge exploration in academic research where contributions tend not to be relevant to practitioners. This type of research is also needed. Yet, the need for relevant research is critical. One survey sent to 400 IS practitioners indicated that practitioners find academic research dated, difficult to read, and of little practical value (Pearson, Pearson, & Shim, 2005) . To help solve this perception among practitioners, we suggest scholars make greater use of industry-developed frameworks in order to promote knowledge where research contributions address problems relevant to the practitioner community (Dennis, 2001) . For this article, we demonstrate this suggestion by reviewing published information security articles from ten leading IS journals and organizing the research by the information security CBK.
The organization of the paper is now described. The next section reveals the literature review methodology used in the study. This section is followed by the results of the review. The discussion section highlights the literature gaps and research opportunities identified by using our methodology. Finally, a conclusion is provided.
LITERATURE REVIEW METHODOLOGY
This study analyzes information security literature from 1995 to 2004 in ten respected IS scholarly journals. Articles are organized according to an industry-developed common body of knowledge.
Ten Domains of the Common Body of Knowledge
Broadly defined, security represents the quality or state of being secure and free from dangers. To be secure is to receive protection from adversaries and other hazards (Whitman & Mattord, 2004) . The importance of security often becomes critical especially in threatening and hostile environments. Information security is a more recent phenomena corresponding to the rise of computers, networks and the global Internet. Considering this growing concern, the authors searched for an industry-developed framework to organize research topics relating to the type of security threats that businesses today face. The information security common body of knowledge (CBK) served this purpose.
The International Information Systems Security Certification Consortium [(ISC)
2 ] is a non-profit organization that manages the CBK and the certified information system security professional (CISSP) program. 2 The CISSP is the first IT certification to be accredited under ISO/IEC 17024, a global benchmark for the certification of workers in various professions (Vijayan, 2004) . This ISO certification added credibility and validity to the (ISC) 2 organization as one of the world's foremost information security certifying bodies.
Among the requirements, CISSP candidates must pass a comprehensive exam to demonstrate mastery of the CBK (Hansche, Berti, & Hare, 2004) . Established in 1989, the CBK has provided a shared reference for information security professionals. Described on the (ISC) 2 web site, "the (ISC)² CBK is a taxonomy -a collection of topics relevant to information security professionals around the world…(it) establishes a common framework of information security terms and principles which allows information security professionals worldwide to discuss, debate, and resolve matters pertaining to the profession with a common understanding." Table II The authors selected the CBK model over other security models (e.g. the confidentiality, integrity, and availability (CIA) triad) because of the comprehensive nature of the CBK and the expectation that specific recommendations for future research would result by using it. The CBK is inherently practitioner oriented and can guide research towards topics that are important to security practitioners. Considering the frequent calls for IS researchers to make their research more relevant as well as the recommendation of looking to practitioners to identify topics, we regard the practitioner-orientation of the framework as a strength.
Ten Years from 1995-2004
The Internet era has had a broad and profound effect on individuals, organizations, and society alike (Sampler, 2000) . Expectedly, much of the information systems security research prior to the modern Internet era focused on internal security threats and ways to deter computer abuse (e.g. Straub, 1990; Straub & Goodhue, 1991; Straub & Nance, 1990) . In one study, the Internet threat is briefly mentioned as a growing source for computer system abuse (Straub & Welke, 1998) .
While computer security-related issues have been important to businesses since dependence on computers first started (Martin, 1973) , this review limits articles to those published since the beginning of the modern Internet era.
Analyzing the size of the Internet can approximate when this era began. From January 1995 to January 1996, the number of Internet hosts grew from 5.8 to 14.4 million, a one year increase of 248% (Internet Systems Consortium, 2005) . No year since 1995 has experienced this degree of growth. Considering that research published in 1995 was likely conducted prior to or during 1994, the 1995 cut-off date for this review seems appropriate to mark the beginning of the modern Internet era.
Ten Leading IS Journals.
Ten journals were selected for this review based on a ranking of top IS research publication outlets (Peffers & Ya, 2003, p72 (Peffers & Ya, 2003) in our review. Considering our primary purpose of demonstrating how scholars can use an industry-developed framework, such as the (ISC) 2 CBK, to direct research toward relevant ends, focusing on ten leading IS journals provides an adequate base for our study. Later in the results section, we present a list of the journals included in this study.
Heuristics for Article Inclusion
Having decided to organize IS security articles from ten journals over a tenyear period according to the CBK model, a search for candidate articles began. An extensive key word search of common IS security terms was conducted that included using key words from each of the ten domains in the CBK (e.g. encryption, business continuity). Academic search engines were used (e.g. EBSCO) and each journal's table of contents was scanned to find articles not caught by the database searches (Webster & Watson, 2002) . In doing so, the first author scanned 2,848 article citations from the ten selected journals. Using both database searches and scans of tables of contents, 93 candidate articles were collected for consideration.
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Once the candidate articles were identified, two heuristics were developed to select the articles in this study. The first heuristic called for inclusion if the term security or substitute terms such as information assurance appeared in the article title, abstract, or key words. This heuristic alone, however, did not produce a sufficient number of articles for the review. To expand the list, a second heuristic was developed for articles that did not meet the first heuristic yet contained one of the ten CBK domain topics in the title, keywords, or abstract. For example, we identified articles that addressed CBK domain topics such as law, ethics, access control and applications development. Then, if the article addressed the CBK domain topic primarily from an information security perspective, the article was included. This decision involved a qualitative judgment based on a reading of the article and a frequency analysis of the term 'security' and related terminology in the text and reference titles. Generally, the more frequent these terms appeared, the more likely the article was included. Using this approach, the first two authors independently judged which articles to include in this study and agreed on the classification of 86 of the 93 initial articles. The differences in opinion were resolved through a discussion to arrive at an agreed decision.
The method used for article selection excluded some related works to our phenomena of interest. For example, An Empirical Examination of the Concern for Information Privacy Instrument (Stewart & Segars, 2002) investigated the subject of information privacy. This article could potentially fit into the CBK domain of law, investigations, and ethics. However, an evaluation of the article revealed that it did not address the privacy topic from primarily a security perspective; the term 'security' did not appear once in the article text or references. Based on this evaluation, we agreed not to include the article in this review. In contrast, the article Internet Privacy -At Home and At Work (Boncella, 2001 ) was included in the review. While this article did not meet the conditions of the first heuristic, the term 'security' appeared seven times including in the article's introduction. Based on this and a reading of the article, we agreed that the article addressed the privacy topic from a security perspective and thus included it in the review.
Classification Criteria
Once included, each article was classified in two ways. First, each was crossreferenced to one or two of the ten domains of the CBK. This classification was based on the topics addressed in the title, keywords, and abstract as well as the body of the article.
Second, each article was identified as tutorial/conceptual (T), methodology/framework (M), or empirical research (E). Publications that we reviewed that were not empirical research but provided a tutorial or focused on a single concept or topic we classified as tutorial/conceptual pieces (T). This classification is appropriate for our study considering the large number of tutorial articles identified in the literature. Publications that were not empirical research but proposed a security methodology, model or framework we classified as methodology/framework (M). Finally, publications providing the results of empirical research we appropriately classified as empirical (E). Identical to the selection process, the first two authors independently classified each article. In instances when opinions differed, a discussion determined the optimum classification.
The following section presents the results of applying the research methodology described in this section. A discussion of the results will follow.
RESULTS
This literature study identifies IS security articles between 1995 and 2004 in ten leading IS journals. We initially selected 93 candidate IS security articles, representing 3% of the total articles in the ten journals. Of the 93 articles, 48 met the condition of the first or second heuristic described in the previous section. Table III provides a tally by journal of both the candidate and the included articles for this study. Table IV breaks down the 48 selected articles by year published. Appendix A provides the complete list of the 48 selected articles classified by article type and cross-referenced to the CBK. 
DISCUSSION
An advantage of using the industry-developed CBK to classify information security literature is that it requires us to organize literature using a framework designed primarily for practitioners. This approach helps the researcher to align academic literature with a practitioner framework that can result in identifying gaps and streams in the literature. Researchers can then consider embarking on studies that investigate these areas since they are important to practitioners. In the case of the (ISC) 2 CBK, we assume that all ten domains are valuable and critical information security areas that contain rich topics for the IS researcher to consider. While some of the CBK domains may at first glance seem more appropriate for other, non-IS disciplines (e.g. cryptography for the computer science discipline; law and investigations for the legal discipline), we believe all ten domains have considerable research potential for the IS researcher. For example, the public key infrastructure topic is best classified under the CBK domain of 'cryptography' (see International Information Systems Security Certification Consortium, 2002), yet this topic has and should continue to present viable research opportunities for IS researchers. Thus, we recommend researchers take an inclusive approach to all of the domains of the CBK framework by not excluding any as being outside the bounds of potential IS research.
The 48 articles selected for this review represent the most security-focused articles in ten leading IS journals. Upon examining Appendix A, a number of research streams and gaps are apparent. Clearly, the security architecture and models and the telecommunication, network, and internet security are the two dominant domains with nearly 80% of the 48 articles categorized into one or both of these domains. Thus, while not diminishing the importance of additional research in these two domains, a finding of this study is that there is a general need for additional research in the other eight domains of the CBK.
Within and across individual domains, a few streams can be identified. First, we identified eight articles covering the topic of information privacy & trust, representing the largest stream within the confines of our study (Boncella, 2001; Fernandes, 2001; Henderson & Snyder, 1999; Klang, 2001; Koufaris & Hampton-Sosa, 2004; Liu, Marchewka, Lu, & Yu, 2004; Srivastava & Mock, 2000; Stafford & Urbaczewski, 2004) . Second, we identified six articles about the burgeoning topic of e-commerce security (Boncella, 2000; Cheng, 2000; Farhoomand & McCauley, 2001; Gupta, Stahl, & Whinston, 1998; Khazanchi & Sutton, 2001; Rohm & Pernul, 2000) . Finally, we identified four research studies that used deterrence theory in a significant part of the article (Gopal & Sanders, 1997; Harrington, 1996 ; S. M. Lee, Lee, & Yoo, 2004; Straub & Welke, 1998) . It is noteworthy that the use of deterrence theory in IS security research is a stream that began well before the contemporary Internet age. For example, earlier IS literature covering security management focused on countermeasures, deterrence, and abuse prevention (Hoffer & Straub, 1989; Parker, 1981; Straub & Nance, 1990 ).
Much of the empirical work on IS security predates the onset of the Internet era with security research still in the early states of development (see Bento & Bento, 2004) . As noted earlier, some have described empirical information security research as seriously lacking partly because of the intrusive nature of this type of research as well as the general mistrust that exists when an outsider attempts to research the activities of security practitioners (Kotulic & Clark, 2004) . The results of this study support the impression that empirical research in information security is generally lacking in the IS literature in at least the ten IS journals included in this review. Fifty-eight percent of the articles in this review were identified as non-empirical, consisting mostly of tutorials, methodologies and frameworks. Some of the empirical studies used secondary data (Bagchi & Udo, 2003; Bento & Bento, 2004) while others that attempted primary data collection suffered from low sample sizes (e.g., Kotulic & Clark, 2004) . Nevertheless, this study identified twenty empirical articles. Although generally in short supply, these empirical articles, along with articles from other journals not included in this review, can serve as a useful foundation for future empirical research in IS security.
The CBK framework pointed to a few obvious gaps in the reviewed literature. Foremost, the study did not classify a single article from the selected journals that addressed the CBK areas of 1) operations security, 2) physical security or 3) business continuity planning as a main topic of the article. These domains undoubtedly have dimensions worth researching when considering relevant topics such as the ever-decreasing size of memory devices and the risks they pose (Raikow, 2004) , the pervasive use of information technology in the general security field such as in airport security (Arnone, 2005) , and the call for appropriate business continuity preparation in disaster planning (9/11 Commission, 2004) . We believe these three CBK domains offer many opportunities for relevant IS research.
Our review categorized only three articles in the applications and systems development domain. It is surprising that there are not more security articles in this area considering that information systems development is considered a mainstream IS topic which has been part of traditional IS curricula for years (Gorgone et al., 2002) . In addition, the fifteen articles in the security management domain is a relatively small number. Based on the argument that most security problems require managerial rather than technical solutions (Panko, 2004) , we believe there is still a great need for IS security management studies. This finding is consistent with the Dhillon & Backhouse (2001, p.148) call for additional empirical research to "develop key principles for the prevention of negative events and therefore to help in the management of security."
Overall, in the IS journals selected for this review, there are few articles that exclusively research information security. However, by looking for articles that address IS security as an important component of the article, there is a larger number of articles worth considering. Although not heavily researched, IS security nevertheless has been an important topic in some of the leading IS journals. Based on our review, the two journals that published the most security articles serve very different needs of the diverse IS research community. Communications of the AIS published fourteen of the articles in this review with nine categorized as tutorials. In contrast, Information & Management published thirteen of the articles with ten categorized as empirical research.
This study has limitations. First and perhaps most important, our examination included ten journals and is not intended to be a comprehensive review of all IS security literature. Yet starting with a list of ten leading IS journals is appropriate considering that many consider the major contributions in scholarly research to be in these journals (Webster & Watson, 2002) . Reviewing other outlets within and outside the IS community is necessary to appreciate the full body of security literature. Future uses of the CBK model can be applied to different sets or even individual journals. For example, a future study could apply the CBK model to all the security literature published in Journal of Digital Forensics, Security and Law. Second, many articles did not easily fit into the classification scheme provided by the CBK and other articles covered multiple topics and could have appropriately been categorized in more than two domains. However, selecting two CBK domains captured the primary topic for each article. Third, our second heuristic for article inclusion was based on subjective judgment. Although rigor was used to ensure a reliable and valid process, some may disagree with the decision to include or not include certain articles.
The advantages of using the information security CBK are substantial. First, the CBK framework is inherently practitioner oriented and using it can therefore promote relevancy by steering IS research towards topics important to practitioners. Second, the CBK provides a comprehensive framework that identifies a wide range of research opportunities for the IS scholar and helps us to consider topics that IS researchers may not traditionally consider (e.g. business continuity). Also, the CBK is not a static framework because the (ISC) 2 organization is free to modify the domains as the state and needs of the industry change. Third, the framework is extendible to evaluate security research in other journals and timeframes. Moreover, as the number of IS security articles increases, future literature reviews can focus on single or selected domains within the CBK. Finally, the (ISC) 2 CBK is only one practitioner oriented framework that can be used to organize scholarly literature. Instead of the CBK, researchers could use other frameworks such as the ISO 17799 in a way similar to how we used the CBK in this literature review (see ISO/IEC, 2005) .
CONCLUSION
This article uses the information security common body of knowledge as a framework to organize published IS research. Developed and maintained by practitioners, the CBK framework can be used by IS researchers to guide future studies towards topics that are relevant to the information security industry. By applying this framework to 48 articles from 1995 to 2004 in ten leading IS journals, this study identified a general need for additional empirical research in every CBK domain and particularly in the domain of IS security management. Additionally, this study identified a large need for additional security research relating to IS applications development, physical security, operations security, and business continuity. This article demonstrates how scholars can use an industry-developed framework to organized literature that can result in directing research toward relevant ends. Abridged from Hansche, Berti, and Hare (2004) CBK Domain Description
Information Security Management
The identification of an organization's information assets and life cycle management of policies, standards, procedures, and guidelines. Tools such as awareness training and risk assessments are used to identify threats and implement effective security controls.
Security Architecture and Models
The concepts, principles, structures, and standards used to design, implement, monitor, and secure systems, equipment, networks, and applications. Used in controls that enforce various levels of availability, integrity, and confidentially.
Access Control Systems and Methodology
Outlines options that control access to an organization's information and data processing resources. Emphasis is on various administrative, physical, and technical/logical controls.
Applications and Systems Development
Pertains to security concepts that apply during software development, operation, and maintenance processes.
Operations Security Identifies the operational controls over hardware, media, and the operators and administrators with access privileges to these resources. The safeguarding of assets associated with the data processing environment.
Cryptography
Addresses the principles, means, and methods of disguising information to ensure its integrity, confidentiality, and authenticity.
Physical Security The protection of valuable information assets of the entire business enterprise facility.
Telecommunication, Network, and Internet Security
The structures, transmission methods, transport formats, and security measures used to provide protection of transmission over private and public communications networks and media.
Business Continuity Planning
The capability to process a critical business system in the event of disruption to normal business operations.
Law, Investigations, and Ethics
Computer crime laws and regulations, investigative measures and techniques, and ethical codes of conduct for the security professional.
